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I. GreiO')' P. Oowlina. certify lhaI 1 am all omen of the Company named above. and
ac:ling as all llgent of the Company. that I have pm;onal knowledge that lbc Company has
established Operllting procedures that are lIlleql.l8te to ensure oompliance with the Commissioo's
CPNlrulcs. Su 41 C.F.R. § 64.200 I el uq.

Attached to this ~rtiticalio<lll.S Exhibit I is an acoompanyinJ,\ SIlltement explaininJ,\ how
the: Compan)"s proudurcs ensure tlu1t !he Company is in compliance with the requiremc:nt.s 50CI
forth in ketion 64.2001 el Hq. of the Commission's rules.

The Com,....y has not takm ally actions (pou:cdings instituced c. petilK>ns filed by II
oompany M either staU: commission. !he 00Ul1 J)'Sk'Dl.. or M lheC~ ag.ainst daD.

broken) apin.u <!au broken in the pal rc-. ComJ-nKs mllSt rq!OI1 on Illy information dw
they ha~'e "'ith respn:I to the procc:ssa JnlC'XICB Ill: using 10 lIItm1p1 to IoCC'C:SS ePNI. and "'ilat
sleps companits are tal:ing to pro(ect CrNI.

The Company lui! not m:c-ivcd lilly c:ustomt:r comp1Aints in the pet year concerning lbc
WUluthori:a<l release of CPNI (number ofcustom..'r complaints a company has received related to
UnaUthori7xd accl'SS to CPNI. or unauthorized disclO!lun: of CrN!. broken down by catetlOr)' or
complaint. e.g.• instances of ;rnpro~ llCCC'''5 by cmployC'Cs. instances of improper disclosure 10
individuals IlOl authorized to receive the information, or i of improper access to online
information by indimuab 001 authori' 10 view . onn on).

oc: TdcwmmuniallionsC~'"
8nl Copy and Printins. 1



STATEM.ENT EXPLAINING IIOWTHECOMPA1"Y'S OP.:RATING PROCEDURF..8
ENSURE CO"WLIA."CE WITH TilE .-CC'S CPNI RULli:

I. Cu.lnmer "roprietary Network Inform"ll"n (~CPNI")

erNI is 4efincd in Section 222(f) of the Communications Act l\$ (A) infOl'm/ltion that relat~
to the quantity. te\:hnieaJ wnfiguraIion. tHIe, d~inalioo.. and amount of use of •
telecommunications gelVice !llbscribcd 10 by any ell5tomer of. telecommuniealions tarrier.
and thai it made ...1Iilable to the carrief by the custOtneT soltly by ~ir1lJC of the caJricr
~ reIMK>nship; and (8) infonnalion ooalained in tbc bills pertaining 10 Iekphonc
c:xehan&t XI"\'i«' or lelc~lC !(HI 5Cl'Vicc recci"cd by • cUSlOlDel' of a carri« (ncept that
crNI docs not include !\Ibsenbel' list infonnalioa).

Generally. crM includes pe..",.w infonnation ...,prding a coll!Umer-$ use of hi$ or her
lelecommunications ~icn, CPNI crorom information $och u: (a) the Ielephone
numbcn called by a consumer. (b) !he telephone nwnbers callinll a customer; (e) the time.
location and duration of a consumer's oulbound and inbound phonc calls. and (d) the
telecommunicationS and information services purchased by a consumer.

Call detail informalion (also koo\Oon lIS ~caI1 IUOrds-) is II ClllegOry of erNI that is
particularly sensiti"", from 8 privacy SUlndpoint and that is !IOught by pretexlers. hacl;crs and
olhef UNulhoriud entilies for ilIegilimale pwpo,n Call delllil includes any infontWion
!hal peNins 10 tbc transmission ofa spco::irlC Ielephone call, includina the number called (for
outbound calls). !he number from "'bid!1he call ..lllI pIattd (for inbound calls). and the dale.
time. loe8tion 8ndr'or dunlion oflhe call (for wi eell!).

II. UK ...d Di5e......... orCPNI Is Hatricted

The Company reoognil.tS thaI CrNI includes infonnation that is personal and individuall}'
identifiable. llIl<1lhal privllCy eoncems have led Congl'tS$ and !he FCC to impost restrictions
upon its use and di5Clo5un:, and upon the provision of access 10 it by individuals or enlities
inside llIl<1 outside !he u,rnpany.

The COOIpany has designated a CrNI Compliance OffI«T" ...ho is responsible for. <I)
communiC8lirli ...ilb Ihe Company's 8ltomeys and/or con.suJt8.niS rcganiina CPNI
re:spon$ibilities., requin9nen1S and ~ns: (2) supen-is.in& the Il1lining of Company
empIo)UI aQCl ag~ wDo .- or hr.'"~ 10 CIONI; 0) !AlJ"eT"'fgnt lhe IlK. dix~.
distribution or Kt"rSS 10 lbe Compon}'>s c.;r I by Indcpcndau COIttraelOl'5 arxI. joinl 'imture
~ (4) maintainina I'CIIX)Ids~ lh::..- ofCPNI in lIIllO;etilli campUif'S' and (S)
receiving. n:v~ing and rnolving qoe$.K.0n5 or iswes!1:plding 1.I5e, di5C~. distributioo
or provision ofaccess 10 CPNI.



Company m1Po)'CC5...,;111Fnts thai may dea! with CPNI ha~'e beer! informed Ihat !here are
sulwpan1ial fecXraI lC,wiclMJns upon ePNI use, di.stribution and 1OCess. In order 10 be
aulhori7Jed 10 U!IC' or al::U$S the; Company's CPNI. cmpIoyea and ~1S rnU!ll recri~'e

training ....ith respecllO the mjuimnents of section 222 ofw Comrnunitations Ae;t and !be
FCC's CPNI Rulc::s (Subpart U of Part 64 oflbc; FCC Rules).

Before lUl agent, independent contractor or joint venture partner may receive or be allowed to
access or use the Company's ePNl, the all;en!'s, independent contrllCtor's or joint venture
panner's all;l"«'fTlenl with the Company mUSI contain provisions (or the Company and the
agent, independenl contr1lCtor Of joim venture partner mUSl enter into an additional
confidentiality aweemcnt which provides) that: (a) the agmt. int:kpendent contractOr or joint
venlure panner may use the CPNI only for the purpose for wbieh the CrNI hll'> beer!
provided: (b) the agml independmt contnICtOl' or joinl vcnum: partner may not di!Closc or
distribu&e !he CPNI 10, or ..now access 10 thl; a>N1 by. any oUxr party (1IIlkss tht Igml
iodcpcndmt conuactor or joim. 'UIIun: pInDer 15 txprnSI,. aDd :speoeiflCally required 10 do ~
by a roun order); and (e) the agent. indcpc:..duOl CODUlJCIOr or joint venture panna must
implunent wopiak and specific safeguards ,"",pUble 10 the Company 10~ the
confidentiality of the Company's CrN!.

Ill, "roteetion ofCPNI

l. The Company may, after receiving an lIIJPropriate written l'eqlH:!SI from a customer,
disclose or provide tile: customer's erNI to the customer by sendin" it to the cU3lOmer's
address or rtOOfd. Any and all such <:UslOm(r mjuests: (I) must be made: in writing; (2) mllS(
include the C\lSIOmC:t's COIRCt billing name and address and telephone Dumber; (3) must
specify ~Iy what T)'PC or tHles of CPNI must be disclosed or provided: (4) mU!ll specilY
thl; time period for ..ilich thl; CPNI mllSl be disckBed or provided; and (S) mllSl be siJl1lld by
the cUSlOl'ller. 1l>e CQmI*lY ..ill disc'""" CPNI upon .ff~i~ .."ritten mjuc:sl by tht
customer 10 Illy person designazed by thec~, but only after thfl, Compan)' ealls the
CustonlU"S telcpbooc Dumber of~rd and/or _ods. 00li6catioo I(l the CU<;!()D)U"'s address
of~ to verilY the accW1lCy orthis lal.uest..

2. The Company \oIill provide a customer', phont reconb or o~ ePNI 10 ala.....
enforcement agcrK:Y in a«:ordance ",ilh applicable legal requirements.

3, 'The Company will retain llIl customer passwords and "shared secret" qucstion-answer
combinations in .'If:C1.II"C files tMt may be~ only by authorized Company employees
who nee:d such infol'll\lllion iD order 10 authenticate thl; identity of custnmen requesting call
detail information over the telephone.



4. Company anployc:a will lM.Ilbmticalo: ~llelepboollt rcq_ for CP 'I in tho: _ mllnIJer

..beth« Of not !be ePNI oonsi5l5 of call detail infcnnation. ThaI: is. CompallY employees
must; (al be: fumi5ho:d tho: CUSlOnlltr's pre-alablishcd password (or 00CTUt &IIS""'Cft 10 Ibe
back-up ~slwed secm- combinations): (b) send the reqUCSIcd infOlmllliOlIIO lhc ClIStOIIld"'S
postal or o:leclronic -address of mrord" (5I:C definition al:l("'e~- or (c) call the customer b8c1r.
al tbc customer's 'l~kphonc nUnJber of r«:ont- (~ l,kfinilion above) wilt! the requemed
informalion,

5. If a cuslomer sub5cribes 10 nJuhiple services offered by the Company and an affiliale, the
Compan)' is permitted to shat'e lht: cUSlOmCr's CPNI regarding such services with its affiliate.
If a C\ISIOrrler does IIC)l subscribe 10 any telecommunications or non-tda::omrnunications
sel'iccs offered by &11 affiliate. the Company is not pam.itted 10 shan: UIIt ClISUlIner'I CPNI
..~th tilt .ffilialt: \\ithoot lhe customer'. COfI9mI puBUaIll I£l lilt appropriate notict and
approvaJ proocdurcs: set fOl'1h in Semons 64.2007. 64.2008 -.ld 64.2009 of the FCC'. RuJo:s.

6. When &11 existing. c:mIOm« call5tho: Company 10 inquire about or Of'(\« new, lIdditiooal or
modified to:rvi<.= (in--bound marketing), tho: Compony may UK !be ClNOfna'S CPNI other
than call dewl CPNI to assist the C"IISlOmer for tho: duration of the customer's all if tbe
Company provides tho: cunomer wilh tho: oral notice required by Seclions 64.2003(c) and
64.2008(0 Oflhc FCC', Rules and after the Company authenlicales tho: ellSto"",,".

1be CompWly nul)' diseloS/! or release call detail informatiOl1 to custOnlCfli durinl:l customer
iniliated lekphone COIttaets only when the customer provides a pre-CSlablished pltSS"''Ofd. If
the customer does 00l: provide I pass....urd. call detail inforntal.ion cart be released OI1ly by
sending it to tbe CUSlllfl'll:r'S ..:!dress of r«:ord or by tho: canicr allitl£ the customer at lhe
1e1ep~ number of record. If lhe customer is able to provide to the Company dwill& a
C\I5IOlnn"-initia&ed ~lepbooe aoJl. all of ItIIt all deW! information necessary to .ddn:ss •
C\I5IOlnn" to:rv1ce iMlIIt (i.e., the Ielcpbooc numbo:r called, lO,hen it "". caJkd, and. if
applicable, tho: amount charicd for tho: call) ""ithout Company assistance. Ihen the Comp8rly
may take: routine CU$lOrl1Cr tl:rviCl: .-:Iions ~l.lcd 10 sucb information. (HOIOo'C'·n. under Ibis
circum~, tho: Company may nol disclo8c 10 Iho: customtr any eail detail information
aboul tht cvstorner accounl other than lhe call1klail informatiOlt thaI !he: customer provides
without the customer firsl providing a pass.....ord.)



7. '11'11:: Company uses.. discloKos. andfor permits access 10 CrNI in connection ...i!h
Compan)-initiated mart~ing of services to which a customtr dots IlOl already !iUmcribe
from tIk Company (out-bound marketill&) only punuaot 10 tIk notice and IIppro~'llI

proccdura Jet forth in Sedions 64.2007, 64.200&, and 6-t2009 of!h~ FCC's ~ul~. All
proposed out-bound nwteting IICliviUe, we rev;e...'ed by tIk Company', CPNI ComplilUlCl:'
OffICCT for wmpliance ",ilb the CPNI resuictions and requitrilldl1S in the CommwUcations
Mt n tIk FCC RuIcs.

8. The: Compan)' maintains~ p8pt1' andfor dee:tf'llllic lecolds IbM allow iuI
anpIoyea.. indqlmdo:m f;OIltndOl'S and joint venture i*Ultn 10 clearly cstabtish t/'it $Wl..I!

of each customer's Out-out andfor Ope-In appl'O\'J.ls <if any) prior to ll'le of the CUSUlOln"s
CPNI. llit5c: m;onU include: (i) the date(.) ofany and all ofthcc_'s lkemed Opt-out
appro\'llIs and/or Opl:.in approvals. ltJ¥Cdtcr ...·ilb the: datc::s of any modirte:ations or
revocatioos of sucb approval.; and (ii) the Iypc(s) of CPNI lISt. aettSS. disclosure and/or
dimibution approved by the customef.

9. Before a customer's CPNI can be used in an out-bound marlr;ctinll activity or campaign.
thc Company's records must be c"-.-ckl-d to detamiIlt the statU$ of the: customer', erNI
approval. Company employees. independent contractors and joint ventun: partnt:n arc:
required to notify the ePNI Complillrl(:e Ofiiccr of any access, accuracy or security problems
they encounter with respect to these records.

If new. additional or eKtended approvals arc: llCCessary, the CPNI Compliance Officer will
dClermint whether the Company's ''Opt·Out ePNI Noti~~ or '"Opl-In CPNI Notice~ must be
U5Cd with respect 10 variOU!i pl'Opll5Cl(i out-bound marketing activities.

10. The CPNI Compliance Officer ...ill maintain a record of each out-bound nutrteting
activity or campaign. includiD&: (il a description of the campaign: (i1) tlit specifIC CPNI that
....as u!!ed in the campaign; (iii) the date and pwpo!lC ortbe campaign: and (iy) ....hat prodllCtS
and servICeS ....ere offered u pan of the campai&fi. This record shall be maintained for a
minimum ofone year.



II. The Company's anpIoyea.oo billilll qmtS lNIy~ CPNIIO initiate. render. billllld
oolk'Cl for ldc.'commurnc.tioas seni<.:es. 'The Cornpmy may obWn infonnalion fronl new 0.

existing CIWOmen that may COOJlituft; CPNI II plIrt of appIicalions or mjualli for new.
llddilional or modifM:d. seNi<::es. and irs empkl)'ftS and a&mts may \IlIe such cuscomo:r
information (wilhout further customer approval) to initiate and pfOvide !he services.
Likc",iK. the Company'~ employees and billing agenrs may use eU5lOmer service and calling
rttOI'ds (without tUlllomle'T approval): (a) IQ bill CU5IOITM"r.i for services rmden:d to them: (b)
to investigate and relOlve disputes with CLiSIOlllers regarding their bills; and (c) IQ pLirsue:

legal. arbitration. or other processes to collect laiC or L1npaid bills from customcrs,

12. The Company's cmployees and agents may use Cpr-,'l without CUSlomer llf'PI'Oval to
protcci !he Company', ri&h1S 0'1' property. and IQ protecl us.en and other carriers from
m.udulc:nl.. abusive or illegal use of (or sub!Jcriplion 10) the td«:ommuniallions serviec from
which the CPNI is lkri"td.

Becaux alkgatioos and ill\'esUptM:ln$ of fraud., .ouse lIDd illegaJ use oonstitUle "tty
sensiti\'e matters.. any IICceu 11K.dix~ (If' distribution ofePNI pwsuaol 10 this Section
mtW be ell~ly approved in ad"lIIlCC and in writing by the ComPMY's CPNI CompIillllCC
OffICCT.

1.1 'The: Conlpany"S employees. agents., independent contractors and joint venture partners
may NOT use CPNI to identify or tl1lCk customen who have lIlIIde calls to. or received calls
from, compelin!! carriers. Nor may the Company's employees, agents, independenl
COntnJClOfS or joint vcmure partners use 0'1' disclose CPNI for personal rea.soru; or profit.

14. Company policy mandates that files cont.aining CPNI be maintained in a secure manner
such WI !hey ca.nnol be U5C'd.lICCeS9Cd. di!IClosed or distribulOd by unauthorized individuals
or in an W'IIlulhorized mannel'.

15. Paper fiks containin& ePNI~ k~ in secure ama...1lId may not be uxd. remo\~ or
copied in an unauthorized~.

16. Elcclronic files.and databases containing CPNI are maintained on computers thai are not
accessible from thI: httemct or that are 011 the Company's intranct behind firewall' that are
regularly R1onilOred and tested for effectivellCss, [n addition. such electrollic filcs wid
databases may be acce~sed only by authori:r.«l Company employees who have been provided
a cLlm:ntly effective strong login ID llI1d panword (which password is periodically changed).

17. Company emplo)'"S. 8IC"ts. indepcndcnl contTlICIOn and joint \'Cnllu-e partners are
required 10 notify Ibe CPNI Compliance OffICer of any access or SlCCtlrity probIell1S !hey
encounler ",ith respect 10 files containirtg ePN!.



IS. l1le Company may permit its customers 10 c:stablish online llCCOWlt!J. bul mwn requil't' an
appropriate pessv.'OI'd to be furnished by the customer befOft he or sht can acet"SS any CPNI
in hi! or he!" online account.

19. Cuslomen may oblain an initial or replacanmt pa5S\'wd: (i) ir~ come in penon to
the Com....y·! busiDes5 offICe, produa: I dri\U'! licmx, puspon C6 other JO"anmcnt,
iuued idmtiflCalioo ~'nifying thcif idmtil)', and COilect.ly lIl1WI'a" caWn quesKlm rqwding
tbciT Jen.M;e IIIld .ddrns: or (ii) if they (a11 I $pCcifted Cootp.ly telephone 1IUITlbn" Iium
their tdepIxMlIe nwnbcr of record• .M lhm "'WI III lb.t numbtt UMiI I Cornp.ny
Jt:pcxillMi~ calls them t-k and oblains (:()Ildl _"''C1'5 10 e:atain quesionJ rqarding
their~ IIIld addrc:s5.

20. The Compul)' '>\oill notify ClI.'llomm immediately ofcmain changes in their *XOUr!1$ that
mliy affecl privacy or xcurity matInS.

I, 1lleI~ of change!! lhat requil't' immediate notification include: (I) chan¥e or request
for change of the CUSlomer', pass...·ord: (b) change or request for challae of the
customer's addre!llli of reoord; (c) change or reqUCSI for chanltC of any !;iIliflCant element
of the customer's online aceounl; and (d) a change or requ~t for chllnlle to the
customer's respoonses with respc<:t 10 the' back·up meMS of authentication for IOSl or
forgutten passwords.

b. The ootice may Ix provided by: (I) 1 Company call or voicemlil to the cuSlomer'S
te:lepllone nwnber of f\.'<:ord; (b) a CompwlY text message to the customer's telephone
numbcl'" of record; or (c) a ....ritten nolice mailed to the CllSWmC!"'! addTe!l! of reoord (to
the customer's prior addTeS$ of reoord if the change include!ll cluange in the cuswmer's
.Jdrn:I of record).

c. The notice mUSl identify only the general type of change and must nol. re\ea1 the
clwlgul information.

d, 11lc: Company ~o:'C or agentlendilll the notice m\l$l prqIlm and furnish to the
ePNI Compliance Officer I memorandwn tol'Ilaining: <I> Ihe DIme, .tdress of record,
and kkpbonr: numbo=r ofm:ord of the~ nocif>ed; (b). WIlY 01" the euct wordina
of the~ 0 Ill", wrillm llOCice. tekpholile D¥ ge or voicemail 0 ... COGlIIrisiDI
the 1lOCic.'e: IIIld (c) tbe date arid time that the notioe "'lOS sent.



21. "The Company mUll provide an initial notice 10 law enforcemenl Mod a SUb!lequeOI 00IK:e
10 the CUSlomef if a :!iKurity bradJ raulu in the ditckJosure of the Customef"'S CPNIIO. third
plIlt)' ,,"itbool the cusrotTlf:I"'S lWlIxri7.uion..

.. As soon as prfIdicllble (and in 110 e\'ftl.t ll"IOO:! thaIl !ie\'m (7) days) afkr thI: COO1p1O)'
dis.:o\-cn thal • penon (without lIUtborization or cxcccdina lIUtbori:wion.) has
inlmlionaJl)' gained llCC05 10, II.Yd or di.'lt1oxd CPNI. the Compony IJIUSl pro\·ide
electronic notification of such breKh 10 the Uniled SUlk$ Secret Service and 10 the
Froe.aI B~.1.1 of InvntigaLion via. central TqXlftiog facility acceded lhrough II link
mainUlincd by the FCC.

23. The Company will providc customCI1l with access 10 CPNI at is retail locations if the
customer presents a valid pltoto [0 and the valid photo JD llWtCheS the name on tilt: account.

24, The Company takes reasonable measures 10 disoovcr and pt'OtOCt against ItCtivity that is
indicative of preteJlting including l't'.ql.liring Company employees. '¥ents. independent
'>ODU1K"IOt" and joint venture partners 10 notify the CPNI Complianu Officer immediately by
voice. \"(liccmail Of' email of: (a) any suspicious or unusual call requestill& a cl.lstomer"s call
lk1IIil information Of' other CPNI (includina. a call where the caileT fWllidlcs an ioc"'" ....t
JllS'lword or incotr....t answer 10 one or both of the -shared ~~ question-lDS\lI'et
combioalions); (b) IIIIY!lU5picious or Imusual auanpI by an iDdividuallO clw9 II cusromct"'.

JliIM"'"<lni or accucn. infonnatioo (incilldina pro\iding inadequa\e Of' inappropriate
idcntirlClliort Of' i~ "addn:ss or m:ord..M "'lekphonc number of K'COId" or other
siaoiflC8Dl service inf(lfltUlioo): (c) lily and all disco\·O'Cd inswlces WOOt access to !be
Compwly's elecvonic tile:! or daUlbasn containing JlIIM"''Of"ds or CPNI ..... denied due 10 the
provisioo of~ logins and/or PllUWOrdS; and (d) any complaint by II customer of
1,lIlaIJthoriud or inappropriatc UllC or di!IClosure of his or her ePNI. The CPNI Compliance
OffICC1" will feql.leSl further inf()l'lllation in wriling. and investigate or supervise the
investigation of. any incident or group of incidents that rellliOl1Ubly appear to entail
pn:te~ting.



IV. CPi"11 Compliance om«r

In -.ddition to !he specific matten mjuiml 10 be ~m"''ed and approved by !he Company's
CPNI Complimce Officn. employees and llgenl$. indepeodeDt contnlC1OB and joint ventlllC
pIl1ncr5 an: strongly nscouraged to brina any and all Olhcr quc:sUons. issues or uoccrtaintia
rcprdilll the ux. disclOSllre. or KltCM 10 CPNIIO tbc lUtI:!ltion of tht ComPN!y'1 CPNI
Comptiaou OITKft for apfftlfJriate in~'e5tiptim.. rem.... and guidaDoe. The ulenIlO"iricb
a J*ticular anpkt)_ or 'FU brought • CPNI mailer 10 !he allmUon of !he CPNI
Compl~ 0fT"~ and rcoeived appropriate iUidan<x is a malerial~ in any
di!lC1p1irwy 8Ction brought lIpinsl the emplo)"eC or agmt fOr impnmiuible lI!Ie. di.'IC~

or -=<:e3llI1(1 CPNI.

V. Disciplinary Proudura

The Company has informed ils cmplO)"Cd IIIld agents. indepeOOenl OOtllrllC1Ol'S and joint
"cnlurc partners thai it COfIlIidcrs compliance: with Ihe CommwticatiOllS Act and FCC Rules
regarding the U~, disck,)sure, and access 10 Cl'Nllo be "ery important.

ViolatiO!'l by Company employees or lI11cnts of such CPNI requi rements will lead 10
disciplinary lIClion (up 10 and illCluding remedial training. reprimands, unfavorable
perfonnance reviews. probalion, Md lennination), depending upon lhe circumSlll/1CU of lhe
violation (including the severity of the viol~tion, whether the violation wa! a t1r.n time or
repeat violation, ,,·hethcr appropriate lluidllllCC was sought or received from the CI'NI
CompliltllCe Oftker. and the cKtent to which tht violation WlIS or ....'as not delibmltc or
nuolicious).

Violalion by Company independenl contnlCtOl"S or joint venlure partncB of Jucb CPNI
mjuimnents will lead 10 prompt ditciplinary ktion (up 10 and including l'I9llCdiai training
and lamination oflhc oon\r1lCt).


